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Joshua Hyoung-Jun Park

CEO

The Princeton Review & Tutor.com
110 E. 42nd St., 7th Floor

New York, NY 10017

Dear Mr. Park:

It has come to my attention that your company, Tutor.com, which is owned by Primavera Capital
Group, a China-based investment firm, has contracted with a number of state and local education
agencies and state library systems to provide tutoring services for students in the United States.*
These contractual arrangements, some of which are funded by federal taxpayer dollars, raise highly
significant student data privacy concerns because Chinese law requires companies based in China
to “support, assist, and cooperate with state intelligence work,” meaning that a company can be
compelled to share information with the Chinese Communist Party (CCP) if asked to do so0.2 The
U.S. Senate Committee on Health, Education, Labor, and Pensions (HELP) is investigating these
federally funded arrangements with Tutor.com in order to assess any and all threats they pose to

! See, e.g., HAWAII DEPARTMENT OF EDUCATION, IMPLEMENTATION STATUS OF THE ELEMENTARY AND SECONDARY
SCHOOL EMERGENCY RELIEF FUNDS (ESSER I11) (MAR. 2023),
https://www.hawaiipublicschools.org/DOE%20Forms/ESSERIIIProgramUpdates-082023.pdf; Press Release, South
Carolina Department of Education, S.C. Department of Education and S.C. State Library Announce Partnership to
Provide Virtual Tutoring Support to South Carolina Students (Nov. 22, 2021), https://ed.sc.gov/newsroom/news-
releases/s-c-department-of-education-and-s-c-state-library-announce-partnership-to-provide-virtual-tutoring-
support-to-south-carolina-students/; TUTOR.COM, https://www.tutor.com/ (last visited Apr. 10, 2024); Ashely Saari,
State launches partnership with 24-hour tutoring service, MONADNOCK LEDGER-TRANSCRIPT (Sept. 21, 2022),
https://web.archive.org/web/20231206040535/https:/www.ledgertranscript.com/State-launches-free-tutoring-and-
online-learning-program-to-address-learning-loss-48108722; Alex Nester, Fairfax Public Schools Shells Out Half a
Million To Fill COVID Virtual Learning Gaps With More Virtual Learning, THE WASHINGTON FREE BEACON (Mar.
24, 2022), https://freebeacon.com/campus/fairfax-public-schools-shells-out-half-a-million-to-fill-covid-virtual-
learning-gaps-with-online-tutor/.

2 William Evanina, Director, National Counterintelligence and Security Center, Keynote Remarks at the
International Legal Technology Association (ILTA) LegalSEC Summit (June 4, 2019),
https://www.dni.gov/filessfNCSC/documents/news/20190606-NCSC-Remarks-ILTA-Summit 2019.pdf.
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students’ online safety and privacy. Accordingly, | write to request a thorough and complete
accounting of Tutor.com’s relationship with its owners in China, its reported contractual
arrangements with public schools and libraries in at least 25 states, and its policies for collecting
and managing student data.?

Tutor.com was purchased in 2022 by China-based private-equity firm, Primavera Capital Group
(Primavera).* Any company based in China is a potential threat to U.S. interests and national
security. Primavera’s ownership interest in Tutor.com, however, poses a heightened risk due to its
ownership interest in ByteDance, the company that currently owns TikTok.® ByteDance engineers
have been accused of accessing U.S. data, spying on journalists and obtaining their IP addresses,
and using TikTok’s algorithm maliciously to influence children and young adults in the U.S.
Congress recognized this risk and recently passed a law requiring ByteDance to divest TikTok or
face a U.S. ban of the platform. Therefore, it is imperative that all companies associated with
ByteDance receive the strictest of scrutiny by the U.S. government.

Like ByteDance, Tutor.com is similarly situated to collect sensitive information on a broad range
of U.S. student populations, including the children of our military service members.” One
Tutor.com customer, Antelope Valley High School in Lancaster, California, is located less than
thirty miles from Edwards Air Force Base, the country’s second largest Air Force base and home
to over 10,000 military, federal civilian, and contract personnel.”® Another Tutor.com customer,
San Antonio Independent School District, is located near Joint Base San Antonio,”[t]he largest
and most diverse joint base in the Department of Defense” and home to 70,000 service members.®

3 See Fox News, Chinese company infiltrating classrooms across the country, putting students’ data at risk: parent
activist group, THE NEW YORK POST (Mar. 13, 2024), https://nypost.com/2024/03/13/us-news/chinese-company-
infiltrating-classrooms-across-the-country-putting-students-data-at-risk-parent-activist-group/.

4 Melissa Korn, Chinese Company now owns Tutoring Firm Contracted by Military and Schools in U.S., THE WALL
STREET JOURNAL (May 8, 2023), https://www.wsj.com/articles/princeton-review-and-tutor-com-are-now-owned-by-
a-chinese-company-58ebea38.

51d.; Tutor.com openly admits that it has direct ties to Communist China. According to its website, the company is
“controlled by Primavera Holdings Limited, a firm owned by Chinese nationals with a principal place of business in
Hong Kong, China.” The relationship between Primavera Holdings Limited and Primavera Capital Group is unclear.
See Tutor.com, https://www.tutor.com/ (last visited Apr. 10, 2024).

6 Sapna Maheshwari and David McCabe, TikTok prompts users to Call Congress to Fight Possible Ban, THE NEwW
YORK TIMES (Mar. 7, 2024), https://www.nytimes.com/2024/03/07/business/tiktok-phone-calls-congress.htmi;
Lauren Jackson, The Threat of TikTok, THE NEW YORK TIMES (Mar. 23, 2023),
https://www.nytimes.com/2023/03/23/briefing/tiktok-hearing-ban.html.

" See Fox News, Chinese company infiltrating classrooms across the country, putting students’ data at risk: parent
activist group, THE NEW YORK PosT (Mar. 13, 2024), https://nypost.com/2024/03/13/us-news/chinese-company-
infiltrating-classrooms-across-the-country-putting-students-data-at-risk-parent-activist-group/.

8 Welcome to Edwards Airforce Base, EDWARDS AIRFORCE BASE, https://www.edwards.af.mil/\Welcome-
Information-and-Newcomers-

Guide/#:~:text=Welcome%20t0%20Edwards%20Air%20Force%20Base! &text=%2D%2D%20the%202nd%20large
st%20base,a%20481%?20square%20mile%20installation (last visited April 10, 2024); Tutoring, ANTELOPE VALLEY
HIGH ScHooL, https://www.antelopevalleyhs.org/students/tutoring-information (last visited May 13, 2024).

9 Kristina Watrobski, San Antonio schools using tutoring service flagged for connection to Chinese firm, KTXS12
(Mar. 13, 2024), https://ktxs.com/news/local/san-antonio-schools-using-tutoring-service-flagged-for-connection-to-
chinese-firm-texas-independent-school-district-tutorcom-tutor-capital-primavera-group-china-ccp-parents-
defending-education-crisis-in-the-classroom; SAN ANTONIO MILITARY INSTALLATIONS,
https://www.sa.gov/Directory/Departments/MVAD/Military-
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In these geographic areas, it is likely that students using Tutor.com’s services are children of
service members, meaning that information on the students and their families could be of strategic
value to the CCP and therefore pose risks not only to student privacy but also our national security.

The amount of user information collected by Tutor.com that is at risk of being compromised
appears to be extensive. Under the company’s policies, “all communication between tutors and
students is conducted in [Tutor.com’s] recorded online classroom environment.”*® The company
openly states that it retains and reviews these recordings to ensure high standards.* Additionally,
the company’s privacy policy indicates that it collects biographical information on users, including
address and parental or guardian information, as well as information on educational and
employment backgrounds such as academic interests, transcripts, college application materials,
and the names of employers. The policy also states that Tutor.com collects information from third
parties and automatic information from the user’s browser, including IP addresses and machine
IDs.?

Tutor.com’s website provides veiled assurances regarding data privacy and security. The company
states that it has a “commitment to data protection,” that it “abide[s] by U.S. state and federal
laws,” and that “all student data is housed in the U.S.”*2 It further states that it “voluntarily initiated
a rigorous federal review by the Committee on Foreign Investment in the United States (CFIUS)
to ensure that stringent safeguards would be put in place to protect customer and student data,
together with mechanisms that provide for constant monitoring and compliance.”** The company
claims to have a “binding legal commitment to the U.S. government regarding the security of
personal data and . . . IT systems.”*® It says that there is a “designated data security officer, vetted
and approved by the U.S. government, to continuously monitor and ensure compliance with data-
protection measures, as well as two independent directors on the Tutor.com board of directors,
also vetted and approved by the U.S. government, whose foremost duty is to ensure that personal
data is appropriately safeguarded.”'® However, details concerning the scope and findings of the
CFIUS review, the terms of Tutor.com’s legal commitment, and the job responsibilities of its data
security officer and independent directors are not publicly available.

Veiled assurances are not enough. TikTok similarly assured Congress and the American people
that its parent company, ByteDance, is a “private company” and “commit[ed] to be free of all and
any government manipulation.”’ Yet, in a recent court filing, TikTok and ByteDance stated that
“the Chinese government . . . made it clear that it would not permit a divestment of the

Installations#:~:text=Joint%20Base%20San%20Antonio%20(JBSA,Lackland%20Air%20Force%20Base
(last visited May 10, 2024).

10 Qur Safe and Secure Assurance, TUTOR.COM, https://www.tutor.com/cmspublicfiles/WWW/TutorWV -

safety and security.pdf (last visited Apr. 17, 2024).

4.

12 The Princeton Review and Tutor.com Privacy Policy, TUTOR.COM, https://www.tutor.com/privacy (last visited
Apr. 30, 2024).

13 Our company, TUTOR.COM, https://www.tutor.com/about-us (last visited Apr. 10, 2024).

141d.

15d.

16 d.

17 Justin Hendrix, Transcript: TikTok CEO Testifies to Congress, TECH POLICY PRESS (Mar. 24, 2023),
https://www.techpolicy.press/transcript-tiktok-ceo-testifies-to-congress/.
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recommendation engine that is a key to the success of TikTok in the United States.”*® There are
also news reports linking Fred Zuliu Hu, the Chairman and CEO of Primavera Capital, to the
Hunan National Committee of the Chinese People’s Consultative Conference, an organization that
reportedly “helps disseminate [Chinese Communist Party] messaging.”*°

Taxpayers are footing the bill for many of the services that Tutor.com provides to American
students. Press reports and publicly available records show that some of the contracts between
state education agencies and Tutor.com are funded by COVID-19 Elementary and Secondary
School Emergency Relief (ESSER) funds.?® Some states also use federal funds received through
the Library Services and Technology Act (LSTA) grant program, which is administered by the
Institute of Museum and Library Sciences (IMLS), a member of the National Foundation on the
Arts and Humanities which is an agency directly under HELP’s jurisdiction, to purchase
Tutor.com’s services for state residents.?! It is unclear how many state libraries continue to contract
with Tutor.com.

Since these matters concern students’ online safety and privacy, the stakes could not be higher.
Accordingly, Congress requires, and the American people deserve, full transparency regarding
Tutor.com’s policies and monitoring arrangements. As such, please respond to the following, on a
question-by-question basis, no later than June 5, 2024.

1. Please provide a complete list of all state and local educational agencies and libraries that
have signed new agreements with Tutor.com, and all other educational agencies and
libraries that have continued to use Tutor.com’s services under previously executed
agreements, since the company was purchased by Primavera in January 2022. Please
provide all related records pertaining to Tutor.com’s arrangements with these public
clients. The information provided should include, but not be limited to, copies of all
contractual agreements.

2. Please describe the relationships between Primavera Capital Group, Primavera Holdings
Limited, and Tutor.com. In your response, please list all members of Tutor.com’s
leadership team and staff who interact with Primavera Capital Group and Primavera

18 PETITION FOR REVIEW OF THE CONSTITUTIONALITY OF THE PROTECTING AMERICANS FROM FOREIGN ADVERSARY
CONTROLLED APPLICATIONS ACT in the U.S. Court of Appeals for the District of Columbia Circuit. TikTok Inc., and
ByteDance Ltd., v. Merrick B. Garland, No. 24-1113.

19 |sabel Vincent, Elite NYC private schools are owned by ‘Chinese Communist Party-linked boss’, NEW YORK POST
(Oct. 4, 2023), https://nypost.com/2023/10/04/new-york-city-private-schools-owned-by-chinese-communist-party-
boss/.

20 Supra, note 1.

21 The IMLS falls under the HELP Committee’s jurisdiction. See Home Work Louisiana,
https://stmartinparishlibrary.org/homework-louisiana/ (last visited Apr. 22, 2024); Alabama Public Library Service,
Library Services Technology Act (LSTA) Grants to States Program Implementation Evaluation FFY 2018- FFY
2022 at 9, 19-20, 44-45 (Feb. 18, 2022), https://www.imls.gov/sites/default/files/state-
profiles/evals/alabamaSyearevaluation.pdf; Alaska State Libraries, Archives & Museums, Library Services and
Technology Act (LSTA) Grants to States Program Implementation Evaluation Federal Fiscal Year 2018-Federal
Fiscal Year 2022 at 57 (Mar. 30, 2022), https://www.imls.gov/sites/default/files/state-
profiles/evals/alaskaSyearevaluation.pdf; State Library of Louisiana, A Vision for Louisiana Public Libraries at 11
(June 2022), https://www.imls.gov/sites/default/files/state-profiles/plans/louisianaSyearplan.pdf.
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Holdings Limited and their agents, and fully describe the nature and extent of their
interactions.

Please provide a list of all biographical information and other user data that Tutor.com
collects from libraries, educational agencies, schools, and student users during its signup
and login processes. Please specify whether the information collected varies based on client
and location, whether and for how long the information is saved by the company, the
reasons why the data is collected, saved, and stored by the company, and all other related
details.

Please explain whether data collected as part of a contract between Tutor.com and a school
or school district is considered an education record and subject to regulation under the
Family Educational Rights and Privacy Act (FERPA). If not, please explain why not.

Please explain how Tutor.com stores user data, and provide the names and locations of all
parties who have the ability to access the data.

Please describe all changes that Tutor.com has made to online processes, including, but not
limited to signup, login, search, and tutoring sessions, since it was acquired by Primavera
in January 2022. The list should include any changes to information that users are required
to enter, changes in format, changes to the type and manner of user data stored, and changes
to the ways that tutoring sessions are conducted, recorded, and monitored by Tutor.com
staff.

Please provide a detailed description of all policies relating to Tutor.com’s “recorded
classroom environment” and specify whether, and for how long, content from tutoring
sessions is saved and retained in audio, audiovisual, and/or written formats. The description
should also explain who reviews the recorded material and a description of how the files
are stored, saved, and managed.

Please provide all company records relating to Tutor.com’s request for a CFIUS review of
its purchase by Primavera, including, but not limited to, information relating to
Tutor.com’s request for the review, a description of what Tutor.com alleges are “safeguards
. . . put in place to protect customer and student data,” a description of the company’s
“binding legal commitment to the U.S. government regarding the security of personal data
and . . . IT systems,” and “mechanisms that provide for constant monitoring and
compliance.”??

Please describe in detail the responsibilities of Tutor.com’s self-described “designated data
security officer” who “monitor[s] and ensures compliance with data-protection
measures.”?® The response should include a description of the data protection measures
being enforced, as well as the methods that the officer uses to monitor compliance with
those measures.

22 OUR COMPANY, https://www.tutor.com/about-us (last visited Apr. 10, 2024).

Zd.
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10. Please provide names and biographical details relating to the independent directors who sit
on Tutor.com’s board of directors. In addition, please explain how these directors “ensure
that personal data is appropriately safeguarded” and which U.S. government agency
“vetted and approved” the directors.?

11. Do all of the monitoring protocols that Tutor.com claims are in place to ensure data
protection pertain equally to all of Tutor.com’s U.S.-based clients, including libraries and
educational partners? If not, please explain which protocols apply to which clients.

Sincerely,

Bill

gi// 6.{.(/'0/5?, . 4}

Cassidy, M.D.

Ranking Member

u.s.

Senate Committee on Health,

Education, Labor, and Pensions

2d.
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