BILL CASSIDY, OF LOUISIANA, CHAIRMAN

RAND PAUL, OF KENTUCKY BERMNARD SANDERS, OF VERMOMNT

SUSAN M. COLLINS, OF MAINE PATTY MURRAY, OF WASHINGTOMN

LISA MURKOWSKI, OF ALASKA TAMMY BALDWIN, OF WISCONSIN

ROGER MARSHALL, OF KANSAS CHRISTOPHER MURPHY, OF CONMECTICUT - .

TIM SCOTT, OF SOUTH CAROLINA TIM KAINE, OF VIRGINIA o s % ta f %

JOSH HAWLEY, OF MISSOUR MARGARET WOOD HASSAN, OF NEW HAMPSHIRE Hnl ttd T . t[ﬁ e t“ a tt
TOMMY TUBERVILLE, OF ALABAMA JOHNW. HICKENLOOPER, OF COLORADO Y

JIM BANKS, OF INDIANA EDWARD J. MARKEY, OF MASSACHUSETTS

JON HUSTED, OF OHIO ANDY KIM, OF NEW JERSEY

ASHLEY MOODY, OF FLORIDA LISA BLUNT ROCHESTER, OF DELAWARE COMM'TTEE ON HEALTH' EDUCAT'ON'
ALAN ARMSTRONG, OF OKLAHOMA  ANGELA D. ALSOBROOKS, OF MARYLAND LABOR, AND PENSIONS

MATT GALLIVAN, MAJORITY STAFF DIRECTOR WASHINGTON, DC 20510-6300

WARREMN GUNMNELS, MINORITY STAFF DIRECTOR

www.help.senate.gov

March 30, 2026

VIA ELECTRONIC TRANSMISSION

The Honorable Shireen Gandhi
Commissioner

Minnesota Department of Human Services
444 Lafayette Road

Saint Paul, MN 55155

Dear Commissioner Gandhi:

Protecting the privacy and security of sensitive health information is essential to ensure that
patients receive the best care and that their information is not misused. Cyber criminals continue
to exploit vulnerabilities to gain access to this data, potentially using it to interrupt care and commit
fraud. In 2025, there were 628 reported health care data breaches.' As hostile actors use more
sophisticated methods to obtain health information, government stewards of protected health
information (PHI) must all take robust steps to deter these attacks.

The recent announcement by the Minnesota Department of Human Services (DHS) raises
questions about its commitment to data security. On January 16, 2026, the Minnesota DHS
disclosed that the PHI of over 300,000 individuals had been accessed by a third-party vendor
without authorization.? Of those 300,000, over 1,200 individuals had sensitive information such
as Social Security and medical information accessed.?

The Minnesota DHS has thus far been unable to fully identify what information was accessed for
each impacted individual. The Minnesota DHS has also declined to offer free credit monitoring
services to impacted individuals, despite recommending individuals request a copy of their credit
report.*

! Steve Alder, Healthcare Data Breach Statistics, The HIPAA Journal (Jan. 4, 2026),
https://www.hipaajournal.com/healthcare-data-breach-statistics/.

2 Notification of Unauthorized Access of Private Information, Minnesota Department of Human Services (Jan. 16,
2026), https://kstp.com/wp-content/uploads/2026/01/FINAL-Notice-Letter-B.pdf.pdf.

3Id.

4 Steve Alder, Minnesota Department of Human Services Data Breach Affects Over 300K Individuals, The HIPAA
Journal (Jan. 20, 2026), https://www.hipaajournal.com/minnesota-dhs-data-breach-2025/.
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Minnesota DHS provides support to Minnesota residents, including food, health care, housing, and
child care services. Given Minnesota DHS’ role in helping vulnerable communities, its failure to
identify the full scope of the incident and offer basic remedial support in light of a cybersecurity
incident is unacceptable. To that end, I request answers to the following questions by April 14,
2026.

1. Minnesota DHS has stated that it first became aware of the security incident it disclosed
on January 16, 2026 on November 19, 2025.°
a. What immediate steps did Minnesota DHS take to respond to the incident?
b. Did Minnesota DHS notify any state or federal entities? If so, please provide a list of
those entities and when Minnesota DHS notified them.

2. Minnesota DHS has indicated that the security incident was a result of a third party

“access[ing] more data than was reasonably necessary.”®

a. What steps has Minnesota DHS taken to identify information affected by the security
incident?

b. What security practices does Minnesota DHS employ to ensure its infrastructure has
adequate security protocols in place?

c. Does Minnesota DHS conduct any security audits of its information technology (IT)
infrastructure? If so, when was the last time Minnesota DHS conducted an audit, and
what was the conclusion of that audit?

d. Minnesota DHS has stated that it has “implemented additional technical safeguards to
prevent similar incidents in the future.”” What technical safeguards does Minnesota
DHS intend to implement?

5 See Note 2.
6 Id.
T1d.
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3. Minnesota DHS has recommended that impacted individuals request access to their credit
reports to monitor potentially suspicious transactions. Minnesota DHS, however, has
declined to provide free credit monitoring “due to the limited nature of the data
accessed.”®

a. Why did Minnesota DHS decline to provide free credit monitoring?
b. Has Minnesota DHS committed to providing any other support to impacted
entities? If so, what support has Minnesota DHS committed to providing?

Sincerely,

g;// éu’;&f?g, . 4}

Bill Cassidy, M.D.

Chairman

U.S. Senate Committee on Health,
Education, Labor, and Pensions

8 See Note 4.
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